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preserving action. Generally, a radio receiver is often defined
in terms of front-end and back-end characteristics. The front-
end of the receiver encompasses all of the Radio Frequency
(RF) circuitry whereas the back-end encompasses all of the
base-band processing circuitry. As used in this application,
the term “circuitry” refers to both: (1) hardware-only imple-
mentations (such as implementations in only analog and/or
digital circuitry), and (2) to combinations of circuitry and
software (and/or firmware) (such as, if applicable to the par-
ticular context, to a combination of processor(s), including
digital signal processor(s), software, and memory(ies) that
work together to cause an apparatus, such as a mobile phone
or server, to perform various functions). This definition of
“circuitry” applies to all uses of this term in this application,
including in any claims. As a further example, as used in this
application and if applicable to the particular context, the
term “circuitry” would also cover an implementation of
merely a processor (or multiple processors) and its (or their)
accompanying software/or firmware. The term “circuitry”
would also cover if applicable to the particular context, for
example, a baseband integrated circuit or applications pro-
cessor integrated circuit in a mobile phone or a similar inte-
grated circuit in a cellular network device or other network
devices.

[0102] Pertinent internal components of the telephone
include a Main Control Unit (MCU) 1203, a Digital Signal
Processor (DSP) 1205, and a receiver/transmitter unit includ-
ing a microphone gain control unit and a speaker gain control
unit. A main display unit 1207 provides a display to the user
in support of various applications and mobile terminal func-
tions that perform or support the steps of processing one or
more user inputs to identify at least one potential privacy
conflict, thereby causing a collaboration of one or more pri-
vacy policies for at least one privacy preserving action. The
display 1207 includes display circuitry configured to display
at least a portion of a user interface of the mobile terminal
(e.g., mobile telephone). Additionally, the display 1207 and
display circuitry are configured to facilitate user control of at
least some functions of the mobile terminal. An audio func-
tion circuitry 1209 includes a microphone 1211 and micro-
phone amplifier that amplifies the speech signal output from
the microphone 1211. The amplified speech signal output
from the microphone 1211 is fed to a coder/decoder (CO-
DEC) 1213.

[0103] A radio section 1215 amplifies power and converts
frequency in order to communicate with a base station, which
is included in a mobile communication system, via antenna
1217. The power amplifier (PA) 1219 and the transmitter/
modulation circuitry are operationally responsive to the MCU
1203, with an output from the PA 1219 coupled to the
duplexer 1221 or circulator or antenna switch, as known in the
art. The PA 1219 also couples to a battery interface and power
control unit 1220.

[0104] In use, a user of mobile terminal 1201 speaks into
the microphone 1211 and his or her voice along with any
detected background noise is converted into an analog volt-
age. The analog voltage is then converted into a digital signal
through the Analog to Digital Converter (ADC) 1223. The
control unit 1203 routes the digital signal into the DSP 1205
for processing therein, such as speech encoding, channel
encoding, encrypting, and interleaving. In one embodiment,
the processed voice signals are encoded, by units not sepa-
rately shown, using a cellular transmission protocol such as
enhanced data rates for global evolution (EDGE), general
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packet radio service (GPRS), global system for mobile com-
munications (GSM), Internet protocol multimedia subsystem
(IMS), universal mobile telecommunications system
(UMTYS), etc., as well as any other suitable wireless medium,
e.g., microwave access (WiMAX), Long Term Evolution
(LTE) networks, code division multiple access (CDMA),
wideband code division multiple access (WCDMA), wireless
fidelity (WiFi), satellite, and the like, or any combination
thereof.

[0105] The encoded signals are then routed to an equalizer
1225 for compensation of any frequency-dependent impair-
ments that occur during transmission though the air such as
phase and amplitude distortion. After equalizing the bit
stream, the modulator 1227 combines the signal with a RF
signal generated in the RF interface 1229. The modulator
1227 generates a sine wave by way of frequency or phase
modulation. In order to prepare the signal for transmission, an
up-converter 1231 combines the sine wave output from the
modulator 1227 with another sine wave generated by a syn-
thesizer 1233 to achieve the desired frequency of transmis-
sion. The signal is then sent through a PA 1219 to increase the
signal to an appropriate power level. In practical systems, the
PA 1219 acts as a variable gain amplifier whose gain is con-
trolled by the DSP 1205 from information received from a
network base station. The signal is then filtered within the
duplexer 1221 and optionally sent to an antenna coupler 1235
to match impedances to provide maximum power transfer.
Finally, the signal is transmitted via antenna 1217 to a local
base station. An automatic gain control (AGC) can be sup-
plied to control the gain of the final stages of the receiver. The
signals may be forwarded from there to a remote telephone
which may be another cellular telephone, any other mobile
phone or a land-line connected to a Public Switched Tele-
phone Network (PSTN), or other telephony networks.

[0106] Voice signals transmitted to the mobile terminal
1201 are received via antenna 1217 and immediately ampli-
fied by a low noise amplifier (LNA) 1237. A down-converter
1239 lowers the carrier frequency while the demodulator
1241 strips away the RF leaving only a digital bit stream. The
signal then goes through the equalizer 1225 and is processed
by the DSP 1205. A Digital to Analog Converter (DAC) 1243
converts the signal and the resulting output is transmitted to
the user through the speaker 1245, all under control of a Main
Control Unit (MCU) 1203 which can be implemented as a
Central Processing Unit (CPU).

[0107] The MCU 1203 receives various signals including
input signals from the keyboard 1247. The keyboard 1247
and/or the MCU 1203 in combination with other user input
components (e.g., the microphone 1211) comprise a user
interface circuitry for managing user input. The MCU 1203
runs a user interface software to facilitate user control of at
least some functions of the mobile terminal 1201 to process
one or more user inputs to identify at least one potential
privacy conflict, thereby causing a collaboration of one or
more privacy policies for at least one privacy preserving
action. The MCU 1203 also delivers a display command and
a switch command to the display 1207 and to the speech
output switching controller, respectively. Further, the MCU
1203 exchanges information with the DSP 1205 and can
access an optionally incorporated SIM card 1249 and a
memory 1251. In addition, the MCU 1203 executes various
control functions required of the terminal. The DSP 1205
may, depending upon the implementation, perform any of a
variety of conventional digital processing functions on the



